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	Reason for change:
	[bookmark: OLE_LINK1][bookmark: OLE_LINK2]In SA3#99e, SA3 sent a LS to SA2 regarding the MitM attack in CAG (S3-201122). SA2 agreed CR #2380 TS 23.501 (S2-2004454) to address the issue. 
However, there exists a problem with the LS as follows:
	The agreed SA2 CR states that, when the registration attempt is rejected due to CAG related reasons, the AMF should send the CAG information list to the UE so that the UE does not act itself to delete the CAG IDs from the list, instead just replace the existing list with the new list. 
In the presence of MitM, if the UE tries to access the network via genuine gNB and the false gNB, the AMF will obtain the authentic list of supported CAG identifier(s) from the CAG cell by the genuine gNB. In that case, the AMF will not provide the UE with the list of CAG ID(s) as it is same as the allowed CAG list in UE.
It can be concluded that the AMF does not know about the CAG selected by the UE. Which implies there is no way that the MitM attack is identified by either UE or the network and the UE will keep sending mobility registration message unncessarily.



The above-mentioned issue and the issue stated in earlier LS also applies to the list of TAI received. 


	
	

	Summary of change:
	The UE should include the selected CAG ID (if UE is accessing a CAG cell) and TAI in the intial NAS message (in ciphered NAS container) to be sent to AMF and gNB provides the TAI and CAG ID broadcasted by it. 
The AMF determines the MitM by comparing the CAG and TAI received from UE and gNB.

	
	

	Consequences if not approved:
	System remains vulnerable to MitM.
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*****Start of Change*****
[bookmark: _Toc19634667][bookmark: _Toc26875727][bookmark: _Toc35528478][bookmark: _Toc35533239][bookmark: _Toc45028582][bookmark: _Toc45274247][bookmark: _Toc45274834][bookmark: _Toc51168091][bookmark: _Toc58333083]6.4.6	Protection of initial NAS message
The initial NAS message is the first NAS message that is sent after the UE transitions from the idle state. The UE shall send a limited set of IEs (called the cleartext IEs) including those needed to establish security in the initial message when it has no NAS security context. When the UE has a NAS security context, the UE shall send a message that has the complete initial NAS message ciphered in a NAS Container along with the cleartext IEs with whole message integrity protected. The ciphered NAS container shall include the TAI and the CAG ID (if UE is accessing a CAG cell), which the UE selected from the broadcasted element in the SIB. The complete initial message is included in the NAS Security Mode Complete message in a NAS Container when needed (e.g. AMF cannot find the used security context) in the latter case and always in the former case as described below.
In case, the UE selects a PLMN other than Registered PLMN/EPLMN in the 5GMM-IDLE state and the UE has a NAS security context containing the NEA0, then the UE shall discard the NAS security context and shall follow the procedure specified in this clause for protection of initial NAS message.
The protection of the initial NAS message proceeds as shown in Figure 6.4.6-1.


Figure 6.4.6-1: Protecting the initial NAS message
Step 1: The UE shall send the initial NAS message to the AMF. If the UE has no NAS security context, the initial NAS message shall only contain the cleartext IEs, i.e. subscription identifiers (e.g. SUCI or GUTIs), UE security capabilities, ngKSI,  indication that the UE is moving from EPC, Additional GUTI, and IE containing the TAU Request in the case idle mobility from LTE. 
If the UE has a NAS security context, the message sent shall contain the information given above in cleartext and the complete initial NAS message ciphered in a NAS container which is ciphered. The ciphered NAS container shall include the TAI and the CAG ID (if UE is accessing a CAG cell), which the UE selected from the broadcasted element in the SIB. Additionally, the AMF also receives the TAI(s) and CAG ID(s) broadcasted by the gNB. With a NAS security context, the sent message shall also be integrity protected. In the case that the initial NAS message was protected and the AMF has the same security context, then steps 2 to 4 may be omitted. In this case the AMF shall use the complete initial NAS message that is in the NAS container as the message to respond to..
Step 2: If the AMF is not able to find the security context locally or from last visited AMF, or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. If the AMF fetches old security context from the last visited AMF, the AMF may decipher the NAS container with the same security context, and get the initial NAS message, then the step 2b to 4 may be omitted. If the AMF fetches new K AMF from the last visited AMF (receiving keyAmfChangeInd), the step 2b may be omitted.
Step 3: If the authentication of the UE is successful, the AMF shall send the NAS Security Mode Command message. If the initial NAS message was protected but did not pass the integrity check (due either to a MAC failure or the AMF not being able to find the used security context) or the AMF could not decrypt the complete initial NAS message in the NAS container (due to receiving "keyAmfChangeInd" from the last visited AMF), then the AMF shall include in the Security Mode Command message a flag requesting the UE to send the complete initial NAS message in the NAS Security Mode Complete message.  
Step 4: The UE shall send the NAS Security Mode Complete message to the network in response to a NAS Security Mode Command message. The NAS Security Mode Complete message shall be ciphered and integrity protected. Furthermore, the NAS Security Mode Complete message shall include the complete initial NAS message in a NAS Container if either requested by the AMF or the UE sent the initial NAS message unprotected. The AMF shall use the complete initial NAS message that is in the NAS container as the message to respond to. 
Step 5: The AMF shall determine, whether the TAI and CAG ID selected by UE is in the gNB broadcasted list. If the UE selected TAI and CAG ID are not listed in the gNB broadcasted list, then the AMF shall send a NAS reject response message with an indication to search for a new suitable cell other than the current camped cell. If the UE selected TAI and CAG ID are listed, then Tthe AMF shall send its response to the Initial NAS message. This Response message shall be ciphered and integrity protected. 
*****End of Change*****
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